
 

 

Tetbury Gymnastics Club 

Data breach reporting process 
 

 

The General Data Protection Regulation (GDPR) sets out in Article 33 the requirements for 

notifying the supervisory authority of a personal data breach, and in Article 34 the 

requirements for communicating a data breach to affected data subjects. The relevant 

supervisory authority for Tetbury Gymnastics Club (TGC) is the Information Commissioner’s 

Office (ICO). 

 

Failure to meet these requirements puts TGC at risk of sanctions by the ICO, including issuing 

a warning or reprimand, issuing a compliance order, or issuing fines. 

 

Definitions 

Personal data is defined as “any information relating to an identified or identifiable natural 

person”. This means information that is about a specific person who can be identified, either 

from the data or by combining the data with other information. 

 

A breach of personal data is any security incident that results in personal data being 

accidentally or unlawfully: 

• Destroyed 

• Lost 

• Altered 

• Disclosed to an unauthorised person 

• Accessed by an unauthorised person 

 

It is important to note that this definition covers not just the usual concern of a loss of 

confidentiality, but also a loss of integrity or availability. It is possible for there to be a 

temporary loss of availability.  

 

Responsibilities 

All TGC staff and volunteers must report all suspected or possible breaches immediately they 

learn of them. 

 

The Data Protection Officer (DPO) is responsible for receiving the data breach reports and 

taking the decision to notify the ICO and the data subjects. The DPO is also responsible for 

monitoring the breach reports over time to ensure any repeated circumstances leading to a 

breach become lessons learnt for the organisation so changes can be implemented to our 

policy and procedures as appropriate. 

 

All data processors used by TGC are responsible for reporting breaches without unnecessary 

delay.  

 

 

 

 



Reporting a breach 

Reports should be made to the DPO in the first instance using the ‘TGC Report of a personal 

data breach’ form. If they are unavailable, the report should be made to the chair of the 

committee. 

 

Once a possible breach has been discovered, TGC may not immediately have a reasonable 

degree of certainty that an actual breach has occurred. In this case we are allowed a short 

period of investigation to establish what has taken place. 

 

Once TGC has a reasonable degree of certainty that a breach has occurred then: 

• We must record and assess the breach. 

• The clock starts on the 72 hour deadline for notifying the ICO. 

 

Evaluation of a breach 

The DPO must assess the level of risk posed to the data subject(s) by the breach. The 

assessment should consider: 

• The type of breach. 

• The type of personal data. 

• The sensitivity of the personal data. 

• The volume of the personal data. 

• The number of affected individuals. 

• The nature of the processing. 

• The ease of identifying individuals. For example, where data was encrypted or 

pseudonymised, the risk is reduced. 

• The severity of consequences for the individuals. 

• The permanence of consequences for the individuals. 

• Any special characteristics of the individuals. For example, are they children, or 

vulnerable persons? 

• Where there is a breach of confidentiality, the intentions of the persons who have 

accessed the data. 

 

The assessment should conclude that the beach is either: 

• Unlikely to result in a risk to the rights and freedoms of natural persons. 

• Likely to result in a risk to the rights and freedoms of natural persons. 

• Likely to result in a high risk to the rights and freedoms of natural persons. 

 

This assessment is recorded on the breach report. 

 

Notification 

The assessment of the likely risk determines what notifications are required. 

• If the assessment is “unlikely to result in a risk” then no notifications are required. 

• If the assessment is “likely to result in a risk” then notification should be made to the 

ICO. 

• If the assessment is “likely to result in a high risk” then notification should be made to 

both the ICO and the affected data subjects. 

Note that the ICO has the power to require us to notify data subjects if they disagree with the 

assessment of the risk. 

 

 

 



Timing of notifications 

Where notification to the ICO or the data subjects is required, it should happen “without 

undue delay”. 

 

In addition, notification to the ICO should happen within 72 hours of our becoming reasonably 

certain that a breach has occurred. If we take longer than 72 hours to notify the ICO, we 

must provide reasons for the delay. 

 

It is acceptable to submit a partial notification to meet the 72 hour deadline and update it 

later. Such a partial notification should be clear that it is partial, include information about the 

potential scope of the breach and its consequences, and describe our plans to deal with the 

breach. 

 

Use of data processors 

If we are the controller of a processing activity, but are using a data processor to do the 

work, we still have the same responsibilities. 

 

If a data processor becomes aware of a possible breach they are allowed a short period of 

investigation to confirm. Once they become reasonably certain that a breach has occurred, 

they are required by the GDPR to notify us without undue delay. 

 

Note that in such a case the 72 hour clock begins when TGC is notified of the breach by the 

data processor. 

 

Notification to the ICO 

The notification should be made by the DPO. The notification should be made without undue 

delay and within 72 hours of confirmation of the breach. It should include: 

• Details of the beach, including the categories and approximate numbers of data 

subjects and data records involved. 

• Contact details for the DPO or some other appropriate contact point. 

• The likely consequences of the breach. 

• The measures already taken or proposed to address the breach and mitigate possible 

adverse effects. 

• If the notification is made more than 72 hours after we became aware of the breach, 

we must also provide reasons for the delay. 

 

Notification to the Data Subject 

The notification should be made by the DPO. The notification should be made without undue 

delay and include: 

• A description of the breach. 

• Contact details for the DPO or some other appropriate contact point. 

• A description of the likely consequences for the subject. 

• A description of the measures already taken or proposed to address the breach and 

mitigate its possible effects. 

• Where appropriate we should also provide advice to the data subject(s) on steps they 

can take to protect themselves. The notification should stand alone and not be sent 

with other information such as in a newsletter. Generally we should choose the 

communication method or methods we believe will be most effective. If it would be 

disproportionately difficult to notify each data subject directly then we can do so via a 

prominent public announcement. 



For further information 

ICO – For the public 

ICO - Personal data breaches: a guide 

Regulation (EU) 2016/679 of the European Parliament and of the Council - Article 33 

Regulation (EU) 2016/679 of the European Parliament and of the Council - Article 34 

 

Summary 

1. Possible breach discovered 

2. Discoverer reports possible breach 

3. Was it a breach? 

a. If no - no further action is required 

b. If unsure - conduct a brief investigation until a yes or no can be reached. 

c. If yes - Record the Breach and continue to 4. 

4. Assess risk 

a. If the breach is unlikely to result in a risk - no further action is required. 

b. If the breach is likely to result in a risk - notify the ICO. The ICO may require us 

to notify data subjects. If so, notify data subjects. 

c. If the breach is likely to result in a high risk - notify the ICO and then notify data 

subjects. 

 

Between finding out that a breach has occurred and notifying the ICO no more than 72 hours 

should have passed. 
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https://ico.org.uk/for-the-public/
https://ico.org.uk/for-organisations/report-a-breach/personal-data-breach/personal-data-breaches-a-guide/
https://www.legislation.gov.uk/eur/2016/679/article/33
https://www.legislation.gov.uk/eur/2016/679/article/34

